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Bitcoin transactions are permanently recorded in the network through files called blocks. Maximum 
size of the block is currently limited to 1 MB but it may be increased in the future. Each block contains 
a UNIX time timestamp, which is used in block validity checks to make it more difficult for adversary 
to manipulate the block chain. New blocks are added to the end of the record (block chain) by 
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to manipulate the block chain. New blocks are added to the end of the record (block chain) by 
referencing the hash of the previous block and once added are never changed. A variable number of 
transactions is included into a block through the merkle tree (fig 3.). Transactions in the Merkle tree are 
hashed using double SHA256 (hash of the hash of the transaction message).

Merkle Tree
how Ethereum saves a state-

Modified Merkle Patricia Trie -

https://medium.com/codechain/modified-merkle-patricia-trie-how-ethereum-saves-a-state-e6d7555078dd

Modified Merkle Patricia Trie (a.k.a MPT) as the method to save states.
Basically, MPT is a combination of Patricia trie and Merkle tree, with few additional optimizations 
that fit the characteristics of Ethereum. Thus, an understanding of the Patricia trie and Merkle tree 
should precede the understanding of MPT.
Patricia Trie
Patricia trie is a data structure which is also called Prefix tree, radix tree or trie. Trie uses a key as a 
path so the nodes that share the same prefix can also share the same path. This structure is 
fastest at finding common prefixes, simple to implement, and requires small memory. Thereby, it 
is commonly used for implementing routing tables, systems that are used in low specification 
machines like the router.

Elliptic-curve cryptography (ECC)

Transactions are included into the block’s hash indirectly through the merkle root (top hash of a merkle 
tree). This allows removing old transactions (fig. 4) without modifying the hash of the block. Once the 
latest transaction is buried under enough blocks, previous transactions serve only as a history of the 
ownership and can be discarded to save space.
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Elliptic Curve Digital Signature Algorithm - Bitcoin Wiki
https://en.bitcoin.it/wiki/Elliptic_Curve_Digital_Signature_AlgorithmFeb 10, 2015
Elliptic Curve Digital Signature Algorithm or ECDSA is a cryptographic 
algorithm used by Bitcoin to ensure that funds can only be spent by their owner.

https://en.wikipedia.org/wiki/Elliptic-curve_cryptography

Elliptic-curve cryptography (ECC) is an approach to public-key cryptography based on 
the algebraic structure of elliptic curves over finite fields. 
ECC requires smaller keys compared to non-ECC cryptography (based on plain Galois fields) 
to provide equivalent security.[1]

Elliptic curves are applicable for key agreement, digital signatures, pseudo-random 
generators and other tasks. 
Indirectly, they can be used for encryption by combining the key agreement with a 
symmetric encryption scheme. 
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symmetric encryption scheme. 
They are also used in several integer factorization algorithms based on elliptic curves that 
have applications in cryptography, such as Lenstra elliptic-curve factorization.
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